The storage of patient and medical information in a disease registry is a critical concept for consideration during registry design and development. The choice of data storage methods may influence the ability to access data in the future; the ability to store data long-term; and the ability to exchange data with other registries or research projects as required. Additionally choosing a data storage method involves a certain degree of uncertainty in an era that has gone from the file cabinet to the five inch floppy to the cloud in a matter of 35 years. In preparing this section of the guideline we reviewed available scholarly and grey literature resources; consulted with disease, registry, legal, ethics, privacy, and information technology (IT) experts; and consulted appropriate legislation and policy documentation in Canada.
RELEVANT LITERATURE
Unfortunately our efforts to examine relevant literature in this topic area were unsuccessful. While there is a large body of IT literature on topics that may apply here, very little is specific to the Canadian context or the disease registry context. Where general principles applied we have reflected this as much as possible. Additionally, in some registry literature where mention to the issues of Data Storage and Curation were made we have noted this.
Policy and Legislation
Many Canadian provinces and territories have specific legislation components that address information technology applications and criteria that must be met by applications collecting health information. As a result, disease registry projects need to consider their relevant legislation within the jurisdiction in which the database itself will be housed, and any other additional needs that could be demanded of the registry based on the other jurisdictions in which it operates. Table 5 features a list of relevant documentation by province.
When examining software products to determine the best fit for a registry application; evaluate the product specifications to ensure that all legislative requirements can be met. Table 6 outlines some of the common requirements for neurological registries in Canada and some software products available in 2012 that meet some or all of the requirements.
OTHER CONSIDERATIONS

Storage Considerations
The type of database selected for a disease registry project will depend on a number of factors determined early in the registry development including: the expected number of records (database size); the expected number of users (database clients); the expected duration of the registry (length of data storage); the type of data being stored (data type); and the duration of the data storage after the registry project is complete. For example, in Canada, clinical trial data are required to be stored for 25 years under Part C Division 5 of the Food and Drug Regulations [C.05.012], however little consideration is typically given to the format of the storage of clinical trial data and whether or not this will remain accessible 25 years in the future. With electronic data storage, such considerations must not be underestimated. If registries are capturing both observational and clinical trial data, there may also be a need to store the observational data much longer than might normally be the case or to have the registry modules separated so that data from clinical trials can be stored for the longer time frame. These considerations should be made in advance of registry set up as they may impact the type of consent provided by patients in the area of data storage.
In addition to the above considerations disease registry projects may also want to consider Canadian legislation and privacy considerations with respect to data storage location. The following aspects should be considered:
A) Server Model (e.g. single server, dual server, or cloud server/storage?) B) Physical Location of Servers (e.g. country, province, institution) C) Physical Server Access (e.g. controlled, secure?) D) Network location of Server (e.g. secured, visible, access controls) 
Database Genres
When selecting a database genre (database type) consider the complexity of the data processing that will be required during registry operation and the organizational resources available for the management of the database. Table 7 , adapted from Brian Westrich, University of Minnesota 151 may be a useful tool during these considerations.
Following identification of the required database genre it will be necessary to select a specific software product with which to execute the database. Considerations during this process will include organizational assets (e.g. institutional licenses or IT services); budget (consider using open source software products if budget is small) and the development timeline. Additionally considerations must be made regarding the software product's ability to meet data storage requirements associated with legislation (See Table 5 ). Finally a key consideration during this stage involves the database size. The larger and more complex the database, the more important it becomes to select a software product that can create an efficient and readily accessible database while optimizing storage space. To this end, one must consider the structure of the database created by each database genre product. Additionally storage space will be impacted by the format of the data stored in the database. 
Database Structures
The type of database structure that is selected will influence many factors impacting the operation of the registry. These factors might include: computer hardware infrastructure; registry stability and performance; data entry and recall speed; and reporting capability.
Relational databases -This type of database (see Figure 2 ) is still a very common format created by many software products on the market however it can come with some significant limitations if data sizes are large. 152 These databases store data in a defined record where the common location of the data elements contained within the record is the sole logic between the data elements within the record. This limits the granularity of the database to the record level (i.e. data cannot be examined within a record except if the full record is recalled). As a result processing time to read and write records is high; total disk storage required for the database is high; and modifications to records require the whole record to be rewritten.
FEATURE
Open-Source
Local Server Install Storage only Paper case report forms Non-automated file storage (paper based and/or electronic copies of paper forms).
Electronic storage
Computer Word processor or basic file storage software. Basic file backup to external media (CD-ROM or DVD). Structuring -Data that is stored needs to have different "fields" or "pieces".
Semi-skilled staff
Spreadsheet. Note that this is still a storage only task and no analysis is required. Relating -Data is stored in fields and there is a need to define relationships or examine relationships between the fields.
Computer staff (part-time) Personal database tools (e.g. Access). These tools feature simple data form and query design tools. Multiple data tables can be created and relationships between them can be defined. Analysis required is simplistic. Complex, high volume -There will be large amounts of data between which complex relationships exist. This may also involve the need to have simultaneous access by multiple users.
Computer staff (full-time) Industrial database tools (e.g. Oracle, mySQL). These tools allow for all of the features of Personal database tools but also allow for logging of user transactions; simultaneous access and updates by multiple users and complex query construction (for example, construction of data sub-sets). These software products may also allow database architecture to span over multiple servers for operation and storage. Highly specific or specialized -The type of data being collected; the data collection process and/or the queries and analysis required of the data require customization beyond that available in standard tools.
Highly skilled computer programmers. High performance computing equipment. This type of solution may also require custom networking.
Programming languages (e.g. Java, C-plus). These tools may operate in conjunction with industrial database tools or other library structures to fully enable the required database architecture. Columnar databases -This type of database (see Figure 3 below) is increasingly adopted due to the increase in analytical simplicity found through this method when compared to relational databases. These databases store information by column with all values within a column being stored as a single dataset (i.e. these datasets are made up of data from multiple "records"). 152 A key advantage of this format is that "parts of records" from a relational database perspective can be analyzed and written or rewritten. This feature increases the speed with which data processing can be accomplished. However, the trade off here is that recalling records requires the assembly of data values across multiple columns into a pre-determined format which if the number of columns is large (complex dataset) or the number of requests is large (many users) may impact database performance.
Correlation databases -This type of database (see Figure 4 below) stores each data value only once and then stores references allowing collocation of appropriate values for each "record" using descriptive metadata. Like a card catalogue, metadata stores information on what values are required for each "record" and where each value can be found allowing programming that reads the metadata to reassemble each "record" when required. These databases have similar advantages to columnar databases in terms of partial record access and writing actions. However due to the low storage volume of correlation databases, their performance often exceeds columnar databases. 152 Once the database genre and database structure are selected, the final considerations are the database formatting and the configuration of adequate backup infrastructure.
Data Formats
There are three ways to physically store digital data available on the current market 153 : 1) Magnetic storage (e.g. magnetic tape or hard drive) 2) Solid state (e.g. flash memory) 3) Optical (e.g. Blu-Ray, DVD, CD-ROM) Table 8 discusses some of the considerations for each method. Clearly demonstrated by the information in Table 8 , the choice of backup infrastructure is best addressed by choosing multiple physical storage formats. It should be a regular practice to perform backups at pre-determined intervals to a hard drive space and then periodic backups to an optical format.
In addition to physical storage format, in registry development one must consider file format obsolescence. This is the state during which the digital format of the file is no longer readable due to changes in technology and file formatting practices. File format obsolescence is independent of physical storage format and is to do with the actual digital format of the files on the physical storage format. Both are important considerations when storing data long term.
As it is impossible to define the file formats of the future and indeed to define file formats that will not go obsolete this guideline instead recommends a risk assessment approach to addressing this concern. This risk assessment approach is derived from File Format Obsolescence Risk Decision Support System (Version 1.1 released November 2007). 155 
Figure 4: Correlation Database Structure
Data Migration
Data migration involves the process of moving data from one source to another where the structure of the data will change. 5 Data migration might be necessary if a registry platform becomes obsolete (either due to changes in software design or due to software discontinuation); if software cost becomes an issue (in the case of proprietary software platforms especially); or if additional functionality not planned in the initial registry design is required. Further data migration may be required if physical server characteristics or locations change; if data ownership requirements or personnel change; or to meet larger IT infrastructure expectations within the host organization. While it is possible to do data migration manually, the time investment will be considerable and efforts should be made to select software that can mediate an automated migration. For an automated migration to be successful and detailed data map correlating every data type from the old system into the new system must be created. 5 A plan for handling inconsistent data should be created at the outset and revised if any additional issues are raised during the migration process. 5 Following migration, quality assurance activities should be conducted to ensure that the data in the new system has been transferred as expected. Overall, a simple project management methodology made popular by W. Edwards Deming of "Plan-Do-Check-Act" (the Shewhart Cycle) can be a great approach for a data migration project. First, plan the data migration including required staffing and software/hardware resources; project timelines and any server down time that may occur. As previously mentioned, ensure that this plan features a detailed map of the data migration from the old system to the new system. Next perform a small test migration. Following the test, enact your quality assurance plan and evaluate if the desired results have been achieved. Once you have reviewed the test results, either revisit the plans and retest, or proceed with the full migration. 
Data Curation
Data curation is defined by Lord and MacDonald as "the activity of managing and promoting the use of data from its point of creation, to ensure it is fit for contemporary purpose, and available for discovery and reuse". 156 This activity may include simple data management activities, enriching or adding value to data, the sharing of data, and the preservation of data for a later use. Data curation is a critical activity for the creation and maintenance of successful disease registries. While this guideline cannot define an individual registry's curation plan, below are some key points to ensure creation of a complete data management plan. These key points are taken from a Data Management Plan checklist produced by the Digital Curation Centre. 157 1) Data types -understand what types of data will be collected in the registry. Ensure that data are defined using a data dictionary. 2) Data formats -consider the format of each type of data (e.g.
text, alphanumeric, date etc). List all the possible formats that will be collected across the registry. 3) Standards -likely partly outlined in the data dictionary but ensure that there is clear definition of what data will be accepted and rejected. Additionally document if data will be compared to other sources and any associated standards dictated by this relationship. 4) Capture methods -document all methods of data capture and data flow into the data repository (database). 5) Data output -consider what content is being created by the project and document this. For example does the project simply produce raw data for further use or does the project produce derived data. 158 6) Storage -what storage space is required for the data output?
See Storage Considerations in this Guideline for more information. 7) File formats -what file formats will be used and why?
Ensure that you document your analysis of file format considerations and risks in the data management plan. See Storage Considerations in this Guideline for more information. 8) Future uses -consider what the future uses or reuse of the data output and/or original data might be. What will be required to ensure these future uses/reuse can occur. 9) Sharing -ensure that consideration of whom might share the data and all associated ethical, legal and logistical issues are outlined and addressed. 10) Access -who will have access to the data and what are the access controls? 11) Existing data -are there existing data that are required or beneficial to the project. What constraints or considerations are present as a result? Is new data production actually needed? What is the value of the new data? What access is required to obtain existing datasets? 12) Data quality -what is your plan for data quality assurance and control? 13) Documentation -what documentation is required to ensure that data make sense in isolation? Consider that the context required may be stored with the data itself using metadata. 14) Metadata -if metadata will be included ensure you have considered how they will be created, maintained and stored. 15) Intellectual Property -ensure that the ethical and legal considerations associated with existing data and new data have been considered and addressed. See the Ethics & Privacy section of this guideline for more information. 16) Accountability -who is responsible for the data and who are the delegates of this authority if applicable? How is accountability assigned (e.g. legislation; institutional policy)? How will accountability be transitioned if required?
Data Management Plan
A data curation document will be part of a larger data management plan. The data management plan will include additional aspects such as:
• Who manages the data? • Where, how and when will data be backed up?
• What mechanisms are in place for error tracking and change logging? • Who is responsible for addressing changes, errors and trouble? What is the process for addressing changes, errors and trouble? • What security systems are in place to protect the data?
• What is the process if there is a security breach?
For assistance creating a comprehensive data management plan, consider utilizing the DMPTool found at https://dmp.cdlib. org/. 159 
RECOMMENDATIONS
